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Disclaimer

This guidance document is not legally binding in its own right and the Federal
Transit Administration will not rely upon it as a separate basis for affirmative
enforcement actions or other administrative penalty. Conformity with this
document (as distinct from existing statutes and regulations) is voluntary only,
and nonconformity will not affect rights and obligations under existing statutes
and regulations.
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What to keep and for how long?
• “Employers are required to thoroughly document their program, decision-

making and compliance with respective DOT regulations. The drug & alcohol 
testing documents [within] will only make up a part of the overall records you 
will need to keep.”
oODAPC’s Employer Record Keeping Requirements for Drug & Alcohol 

Testing Information
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What to keep and for how long?
• § 655.71 Retention of records; § 40.333 What records must employers keep?

Collection Process & Employee Training;
Inspection, Maintenance, and Calibration of EBTs

Positive Drug Tests, >=0.02 Alcohol Tests, Refusals, 
SAP reports, Return to Duty, & MIS Reports

Negative Drug Tests, < 0.02 Alcohol Tests & Canceled Tests

Previous Employer Requests

1 Year

2 Years

3 Years

5 Years
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The “Big 3”
• Custody & Control Form

• MRO-verified result

• Alcohol Testing Form
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The “Big 3”
• Custody and Control Form (CCF)
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The “Big 3”
• MRO-verified result

Note: All names and SSNs in this presentation are fictitious.
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The “Big 3”
• Alcohol Testing Form (ATF)
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The “Big 3” | Supplemental Documents
• Notification form (best practice)

• Initial & re-tests
oE.g., After canceled test; if directed by MRO
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Records Types

New Hires

CanceledPost-AccidentReasonable 
Suspicion

Extended Leave Random

0.02+, Violations, 
and Return to 

Duty
Service AgentsData
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New Hires
§§ 655.71 and 40.333

• 1 Year: Negative pre-employment drug test

• 1 Year: <0.02 pre-employment alcohol test

• Big 3 (CCF, MRO-verified result, ATF)

(Including for applicants not hired)
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New Hires
§§ 40.25 and 40.333

• 3 Years: Previous employer requests
o Information released from previous employer
Violations, information about employee’s return-to-duty

o If information is not obtained, documentation of the good faith efforts 
made to obtain the information.
Call log, email, certified mail, etc.

• 3 Years: Written record of information released to gaining employers
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New Hires | Best Practices
• Date employee starts performing safety-sensitive duties

oCompare to MRO-verified result date

• Record of policy dissemination

• DOT employment history
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Training Records
§ 655.71

• 2 Years: Employee drug awareness training
oDate and time of prohibited drug use training and names of covered 

employees who attended
o Training materials used
oCertification of compliance with section 655.14(b)(1)
Length of training, topics covered

• 2 Years: Supervisor reasonable suspicion training records
oDocumentation of training provided
oCertification of compliance with section 655.14(b)(2)
Length of training, topics covered

• 2 Years: Copy of employer’s policy on prohibited drug use and alcohol misuse
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Training Records | Best Practices
• Maintain documentation that employee completed training (e.g., drug 

awareness and/or reasonable suspicion) until employee terminated
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Return from Extended Leave
§§ 655.71 and 40.333

• 1 Year: Negative pre-employment drug test

• 1 Year: <0.02 pre-employment alcohol test

• Big 3 (CCF, MRO-verified result, ATF)
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Return from Extended Leave | Best Practices
• Leave dates

oLast date of safety-sensitive duty
oFirst date of safety-sensitive duty
oDate removed from random testing pool
oDate returned to random testing pool
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Random Testing
§§ 655.71 and 40.333

• 1 Year: Negative random drug test

• 1 Year: <0.02 random alcohol test

• Big 3 (CCF, MRO-verified result, ATF)
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Random Testing
§§ 655.71

• 2 Years: “Collection Process” - documents generated in connection with 
decisions to administer tests
oRandom selection lists
Date generated or received
Testing period
Test type
Alternates (if applicable)

oRandom pool at time of each selection
oExcusals from testing
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Random Testing | Best Practices
• Random testing spread – hours, days, year

• Documentation of annual testing rates
o In-house calculations
oStatement from consortium affirming minimum random testing rates 

were met
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Post-Accidents
§§ 655.71 and 40.333

• 1 Year: Negative post-accident drug test

• 1 Year: <0.02 post-accident alcohol test

• Big 3 (CCF, MRO-verified result, ATF)
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Post-Accidents
§ 655.71

• 2 Years: “Collection Process” - documents generated in connection with 
decisions to administer tests
oAll post-accident reports
oDecision making form (if applicable)
oDecision to not test after qualifying accident
o Inability to conduct drug and/or alcohol test within required time limits
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Post-Accidents | Best Practices
• Post-accident decision making form after all vehicle incidents
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Reasonable Suspicion
§§ 655.71 and 40.333

• 1 Year: Negative reasonable suspicion drug test

• 1 Year: <0.02 reasonable suspicion alcohol test

• Big 3 (CCF, MRO-verified result, ATF)
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Reasonable Suspicion
§ 655.71

• 2 Years: “Collection Process” - documents generated in connection with 
decisions to administer tests
oDocumentation of signs and symptoms
oReferral for testing form (if applicable)
o Inability to conduct alcohol test within 2 hours and 8 hours
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Reasonable Suspicion | Best Practices
• Documentation of all reasonable suspicion observations



27

Canceled Tests
§§ 655.71 and 40.333

• 1 Year: Canceled tests
oBig 3 (CCF, MRO-verified result, ATF)
oDocumentation related to the cancelation (if applicable)
e.g., statement from collection site, attempt to correct flaw
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Canceled Tests | Best Practices
• Collector/Technician error correction training
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Insufficient Specimen
§ 655.71

• 2 Years: Documents verifying legitimate medical explanation for a shy 
bladder, dry mouth, or shy lung
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Alcohol Tests 0.02 – 0.039
§§ 655.71 and 40.333

• 5 Years: Confirmation alcohol test results 0.02 or greater
oATF
oDocumentation of temporary removal of employee from safety-sensitive 

duty
oATF for subsequent test (if applicable)
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DOT Violations
§§ 655.71 and 40.333

• 5 Years: Positive drug test / Alcohol confirmation test results >= 0.04
oBig 3 (CCF, MRO-verified result, ATF)
oSAP referral
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DOT Violations
§§ 655.71 and 40.333

• 5 Years: Refusals to test
oBig 3 (CCF, MRO-verified result, ATF) (if applicable)
oAny documentation related to the refusal of the employee to take test, 

e.g.:
time of notification vs. time of arrival at collection site
statement from collection site regarding employee leaving 
DER’s account of events that occurred at collection site
failure of employee to undergo a medical examination as part of 

insufficient specimen situation
oSAP referral

• 5 Years: Documents presented by employee to dispute results
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DOT Violations | Best Practices
• Time and date of removal from safety-sensitive duty following a violation
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2nd Chance
§§ 655.71 and 40.333

• 5 Years: SAP reports
o Initial SAP report
oFollow-up SAP report(s)
oFollow-up testing plan

• 5 Years: Return-to-duty & follow-up testing paperwork
oBig 3 (CCF, MRO-verified result, ATF)
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2nd Chance
• Paperwork and documentation related to a DOT violation (e.g., initial violation 

testing paperwork, SAP referral) should be kept for five years following the 
final related event (e.g., final follow-up test, employee termination).

(Including for applicants not hired due to pre-employment violation)
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Service Agent Documentation
§ 40.333

• 2 Years: Inspection, maintenance, and calibration of EBTs
o Typically maintained by service agent
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Service Agent Documentation
• Documentation of technician and collector qualification

oRefresher training required every 5 years (§§ 40.33, 40.35, 40.213)

• Documentation of MRO qualification
oRequalification required every 5 years (§ 40.121)

• Documentation of SAP qualification
o12 professional development hours required every 3 years (§ 40.281)
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Data Reports
§ 655.71

• 5 Years: Copy of annual MIS report submitted to FTA

• Laboratory statistical summary reports
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Retention Recap

How Long Must You Keep?



40

How Long Must You Keep?

ATF for 0.04 alcohol confirmation test result 

5 Years
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How Long Must You Keep?

ATF for 0.039 alcohol confirmation test result

5 Years



42

How Long Must You Keep?

ATF for canceled 0.039 alcohol confirmation test result

1 Year
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How Long Must You Keep?

ATF for 0.01 alcohol confirmation test result

1 Year
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How Long Must You Keep?

Drug and alcohol information released to a gaining employer for a previous 
employee

3 Years
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How Long Must You Keep?

Drug and alcohol information obtained from a previous employer for a new 
employee

3 Years
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How Long Must You Keep?

MRO documents verifying existence of medical explanation for an insufficient 
specimen resulting in a canceled test

2 Years
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How Long Must You Keep?

MRO documents determining there is no medical explanation for an 
insufficient specimen

5 Years
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How Long Must You Keep?

SAP referral for applicant not hired after positive pre-employment test

5 Years
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How Long Must You Keep?

Random selection lists

2 Years
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How Long Must You Keep?

Knowledge & fond memories from this conference

Forever 

(in your mind and in your heart)
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Maintaining Records

How to store records: requirements & 
best practices
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Model Forms
• Compliant record maintenance often starts with quality forms

• Good forms cue proper documentation

• FTA’s Tools and Resources
oPrevious Employer Release of Information Form
oPost-Accident Decision Making Form
oReasonable Suspicion Determination Report
oNotification for Testing Form
oCollection Site Affidavit Form
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Access
• Kept in a secure location with controlled access (e.g., locked file cabinet)

• Only designated personnel with a “need-to-know” should have access

• Separate from personnel or medical records
oLimits the number of individuals who have access
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Access
§§ 40.321; 40.323; 655.73

• You are prohibited from releasing individual test results or medical information 
about an employee to third parties without the employee's specific written 
consent
oBlanket releases are prohibited
oExceptions:
Lawsuit, grievance, or other proceeding brought by employee and resulting 

from the results of a drug or alcohol test
• Release to employee or decisionmaker in proceeding; notify employee

Criminal or civil action resulting from employee’s performance of safety-
sensitive duties, in which court determines drug and alcohol information is 
relevant to the case and orders employer to produce information

• Release to decisionmaker in proceeding; notify employee
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Access
§§ 40.321; 40.323; 655.73

• You are prohibited from releasing individual test results or medical 
information about an employee to third parties without the employee's 
specific written consent
oBlanket releases are prohibited
oExceptions:
Secretory of Transportation, DOT agency representatives
National Transportation Safety Board (NTSB) as part of an accident 

investigation
Federal, state, or local safety agency with regulatory authority
Grantee required to certify compliance with Parts 655 and 40
State CDL licensing authorities (if applicable)
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Electronic Storage
• Collection site can electronically transmit CCFs & ATFs to MRO/DER

• MRO-verified results might only be available in online database

• Records received electronically may be maintained electronically

• Secure access rules apply

• If using online portal, employers should have access to Big 3 (CCF, MRO-
verified result, ATF)
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Electronic Storage
• Anything maintained electronically must be easily accessible, legible, and 

able to be presented in an organized way (§40.333(e))
o If electronic records don’t meet these standards, employer must be able 

to convert records to printed documentation in a rapid and readily 
auditable manner 

oFTA auditors ask for paper copies

• Employer is responsible for legibility and accessibility of records
oEmployer is responsible for their copy of the CCF/ATF
oEmployer must ensure collection site is delivering records in a compliant 

way
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Accuracy & Legibility
• If scanning paperwork, must be legible (i.e., high quality)

• If receiving illegible copies from vendors, you must ensure they resend or 
send original
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Accuracy & Legibility
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Accuracy & Legibility
• Review records to ensure they are complete and accurate

• Document any error in the testing process

• Obtain memorandum for the record, as necessary

• Maintain written documentation of correction with testing paperwork
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Third-Party Administrators
§ 40.333, 40.349

• TPAs may maintain DOT drug and alcohol testing records.

• Must be available to employer within two business days.

• Employee consent for TPA to receive and maintain records is unnecessary.

• Employer’s responsibility to ensure accurate and current records are 
maintained.

• TPA must keep records secure and limit access.



62

Organization
• No right/wrong way

• Present records in a readily auditable manner.
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Organization
FTA Auditors will request records to be broken up by test type

• Pre-Employment
oCCF, ATF, MRO-verified result, previous employer requests

• Random
oCCF, ATF, MRO-verified result, notification forms, selection lists, employee 

rosters, excusal documentation

• Post-accident
oCCF, ATF, MRO-verified result, accident reports, decision-making form, 

documentation of delays 

• Reasonable Suspicion
oCCF, ATF, MRO-verified result, supervisor documentation of event, 

documentation of supervisor’s training
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Organization
FTA Auditors will request records to be broken up by test type

• Positive/Refusal
oCCF, ATF, MRO-verified result, documentation of refusal, evidence that 

employee was removed from safety-sensitive duty, SAP referral

• Return To Duty
oSAP reports, follow-up testing schedule, RTD CCF, RTD ATF, RTD MRO-

verified result, FU CCF, FU ATF, FU MRO-verified result, leave of absence 
dates

• Canceled tests
oCCF, ATF, MRO-verified result, error-correction training



Thank you!

Trent Fontanella
Cahill Swift, LLC
617-314-9208 ext. 8006
tfontanella@cahillswift.com


